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Abstract

Synchronization of neural networks has been studied in recent years as an
alternative to cryptographic applications such as the realization of symmetric
key exchange protocols. This paper presents a first view of the so-called
permutation parity machine, an artificial neural network proposed as a binary
variant of the tree parity machine. The dynamics of the synchronization process
by mutual learning between permutation parity machines is analytically studied
and the results are compared with those of tree parity machines. It will turn
out that for neural synchronization, permutation parity machines form a viable
alternative to tree parity machines.

PACS numbers: 05.45.Xt, 84.35.+1, 87.18.Sn, 89.70.—a

1. Introduction

Synchronization is a phenomenon that can be observed in several physical and biological
systems [1]. Recently, it was shown that artificial neural networks can synchronize too [2].
Artificial neural networks were first developed to study and simulate the behavior of biological
neurons. But it was soon recognized that they can be used to solve artificial intelligence
problems in the fields of speech recognition, image analysis and adaptive control [3].

Two artificial neural networks can synchronize by mutual learning. For this, they start
with randomly chosen weights. In each step, they receive common inputs, calculate their
outputs and communicate them to each other. Depending on the learning rule, the weights are
updated. In the case of discrete weights, this process eventually leads to full synchronization
in a finite number of steps.

Tree parity machines are artificial neural networks that can synchronize by mutual
learning. However, they exhibit a new phenomenon. Synchronization by mutual learning
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Figure 1. General structure of a tree parity machine.

is much faster than learning by adapting to examples generated by other networks [2, 4, 5].
In this way, active and passive participants can be distinguished in the learning process.
This observation is key to using neural synchronization for cryptographic key exchange
protocols [6, 7].

This paper introduces a binary version of the tree parity machine whose learning rule is
based on weight permutation. In section 2, the tree parity machine and its mutual learning
process are reconsidered. Section 3 introduces the permutation parity machine, its learning
rule and order parameters that describe the correlation between permutation parity machines
during the mutual learning process. Section 4 studies the dynamics of the mutual learning
process in dependence of the order parameters. Finally, tree and permutation parity machines
are compared with respect to the mutual learning process.

2. Tree parity machines

Tree parity machines are multi-layer feed-forward networks that contain one hidden layer
(figure 1) [2].

Let K, L and N be positive integers. A tree parity machine consists of K hidden units
that are perceptrons with independent receptive fields. Each unit has N input neurons and one
output neuron. All input values are binary,

xij € {—1,+1}, 1<i<K, 1<j<N, (1

and the weights weightening the connections between input and hidden units are integral
numbers between —L and +L,

wij € {—L,...,0,...,+L}, 1<i<K, 1<j<N, )

where L denotes the synaptic depth of the network.
The output of a hidden unit is determined by the weighted sum over the current input
values:

h,-:Lwi-a:izLXN:wijxij, 1<i<K. 3)
VN VN 5
The output of the ith hidden unit is given by the sign of the random field &;:
o; = sgn(h;), 1<i<K. 4)
The special case, h; = 0, is mapped to o; = —1 in order to ensure binary output. A hidden unit

is considered to be active if the weighted sum over its inputs is positive (o; = +1); otherwise,
it is inactive (o; = —1).
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The output of a tree parity machine is defined by the parity of the hidden units:

K
r =[]o 5)
i=l

The output indicates whether the number of inactive hidden units is even (r = +1) or odd
(t = —1). There are 2X~! internal representations (1, . .., ok ) of the hidden units that lead
to the same output value 7.

Two interacting neural feed-forward networks can synchronize by mutual learning. For
this, let A and B denote two tree parity machines with identical parameters K, L and N.
Both networks start with randomly chosen weight vectors wiA and wlB .1 <i < K. Ineach
time step, both machines receive common input vectors x;, 1 < i < K, and compute the
corresponding outputs 74 and 72. Then both networks exchange their output bits. If the
output bits disagree (4 # t?), the weights remain unchanged. Otherwise, the weights are
updated according to a suitable learning rule.

For instance, the Hebbian learning rule says that in the case of agreeing output bits
(t# = t?), the weights of hidden units that have the same output as the communicated output
are updated. The new weights are given by

: _ LA
Wy = g(wij +x;j - 0y) if O',.—‘L' s I<i<K. 1<j<N. ©)
wj; otherwise,
where the function g (w) guarantees that the new weights stay in the allowed range by bouncing
back values to the nearest boundary value:

L if w>1L,
glw)={w it —-L<w<L, (7N
—L otherwise.

This synchronization step can be repeated until the corresponding weights in both networks
eventually are in synch; that is, the networks have equal weights: w{‘ = 'wiB, 1<i<K.
Once the two machines are synchronized they will remain synchronized since the movements
of the weights only depend on the inputs and weights which are already identical.

Instead of communicating single bits during the mutual learning phase, a block mode
called bit-packaging was proposed [7]. In this mode, a sequence of B > 1 synchronization
steps is performed and the corresponding output bits are stored in registers. After B
synchronization steps, the contents of the registers are exchanged between the networks

and the networks perform B consecutive steps to adapt their weights.

3. Permutation parity machines

Permutation parity machines are multi-layer feed-forward networks proposed as a variant of
tree parity machines with binary weights [8].

3.1. Structure

Let G, K and N be positive integers. A permutation parity machine can be considered as
a neural network with K hidden units that are perceptrons with independent receptive fields
(figure 2).

Each unit has N input neurons and one output neuron. All input values are binary,

x,;je{O,l}, 1<1<K’ 1<J<N (8)
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Figure 2. General structure of a permutation parity machine.

Unlike the tree parity machine, the synaptic weights are drawn from a pool of binary
data given by a so-called state vector s € {0,1}°. More specifically, take an K x N
matrix w = (m;;) whose entries are given as the images of the one-to-one mapping
m:{l,...,K} x{1,...,N} — {1,...,G} : (i, j) = m; ;. Then assign the weights by
taking the entries of the state vector s according to the positions given by the matrix entries,

Wi j = Sx; ;> I<i<K, 1<j<N. &)

Since the mapping should be one to one, the length of the state vector must satisfy G > K - N.
This mapping can be implemented by using a linear feedback shift register with period G for
addressing the components of the state vector.

The output of the ith hidden unit requires to determine the component-wise exclusive
disjunction (exclusive or) between weights and inputs:

hi=z ®w; = (xi; ®w; ), I<i<K. (10)

The vectorized random field h; provides the number of positions at which inputs and weights
differ:

hi =1{j I hij=xij®w;,;=11<j <N}, I<i<K, Y

where | - | denotes the size of a set.
The output of the ith hidden unit yields a threshold value for the random field %;. It equals
1 if the random field is larger than N /2, and equals O otherwise; that is,

o; = Oy (h;), I <i <K, (12)
where for each non-negative integer 4,
o) — {1, h> N/2, 1%
0, h < NJ/2.
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Figure 3. Some possible output layer configurations for permutation parity machines: (a) single-

bit output with two hidden units, (b) two-bit output with three hidden units and (c) two-bit output
with four hidden units.

The output of a permutation parity machine is given by the parity of the hidden units:

K
T = @a,». (14)
i=1

The output 7 indicates whether the number of active hidden units (o; = 1) is even (t = 0) or
odd (r = 1).

Several configurations of the output layer depending on the number of hidden units
were proposed by Kopitzke [8] (figure 3). However, configurations with two or more
output bits increase the machine complexity and require a re-definition of the learning rule.
Therefore, we only analyze permutation parity machines with two hidden units (K = 2) and
a single output bit; the case K = 2 already allows a direct comparison with the tree parity
machine.

3.2. Learning rule

Two interacting permutation parity machines can synchronize by mutual learning. For this,
let A and B denote two permutation parity machines with identical parameters G, K and N.
The learning process involves two kinds of rounds, inner and outer rounds. An outer round
consists of several inner rounds. A series of inner rounds is employed to fill an initially empty
buffer of length G position by position in each network. When the buffers are completely
filled, an outer round replaces each state vector by the respectively filled buffer.

The machines A and B start with randomly chosen state vectors s* and s® and empty
buffers b and b® of length G, respectively. Each inner round consists of the following steps:

o Choose uniformly at random a K x N matrix 7 and a binary input vector £ = (x;;) of
length K - N; these data are known to both networks.

o Generate the weights w;; according to (9).

o Compute the output bits 74 and 72 according to (14). If the output bits are equal, then in
each machine the output of the first perceptron, oy, is stored in the next empty position of
the corresponding buffer. Otherwise, the buffers remain unchanged.

We speak of a synchronization step if during the learning phase the output bits t# and
78 are equal; in this case, the buffers are filled by one bit. However, the output of the first
perceptron, O'IA, in machine A can be different from the output of the first perceptron, o, in
machine B. The inner rounds are repeated until the buffers are completely filled. Then the
state vectors are updated with their buffers (i.e., sh :=brand s® := b® ), and the outer round
ends. A new outer round starts with emptying the buffers and providing a new series of inner
rounds.
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This learning process can be repeated until the networks are eventually synchronized.
That means, the state vectors are aligned in such a way that they remain aligned even if they
are updated by further applications of the learning rule. We will later see that this learning
process can be described by a first-order Markov chain so that synchronization amounts to
stationarity of the chain.

3.3. Order parameters

Order parameters are used to describe the correlation between two permutation parity machines
during the mutual learning process. For this, the probability distributions of the state vectors
and the weights in corresponding hidden units are studied. First, take the probability of finding
a weight with w{‘}. = qa in the ith hidden unit of machine A and a corresponding weight with

wg = b in the ith hidden unit of machine B, 1 <i < K:
Php =P (wfj=a,w}=>b), 1<j<N,a,be{0,1)}. (15)

Second, consider the probability of finding an entry with slA = a in the state vector of machine
A and an associated entry with s = b in the state vector of machine B:

pas=P(si =a,sf =b), 1<I1<G,a,bel01)}. (16)

In simulations these probabilities can be estimated by relative frequencies:

S

Pop =i lw]=a,wj=b1<j<N}|, (17)
1

pav =z l]s' =a.s7 =b,1<1<G}]. (18)

The level of synchronization can be estimated by using the expected values of these
probabilities. Such kinds of expectations are generally studied in online learning processes
[9]. The normalized overlap between the ith hidden units is given by

P = poo+ Pis (19)
while the normalized overlap between the state vectors is defined as

p"% = poo+pui. (20)
In practice, these overlaps can be calculated by using Hamming distances:

PP =1- %dH(wiA, w?), 1<i<K, (21)
and

pAB =1— édH(sA, sB). (22)
For further reference, we also consider the corresponding non-normalized overlaps,
ri=N-p; =N —dy(w}, w?) =N —dy(h{, h}), 1<i<K, (23)
where the latter equality follows from the definitions, and

R=G p=G —dy(sh, sb). (24)
Clearly, uncorrelated hidden units have overlap p; = 0.5, while the overlaps p; = 0 and

pi = 1 indicate anti-parallel (w{ = w?) and parallel weights (w;* = w?), respectively. The
situation is similar for state vectors.
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The overlap R between the state vectors and the overlap r between hidden units are related
by the hypergeometric distribution. For this, note that the hidden units’ weights are drawn
uniformly at random from the state vectors. The probability that exactly r positions of the
weight vector of a hidden unit are drawn from R overlapping positions of the corresponding
state vector is given as

R\ (G—R
()G
G b
(v)
In the case of G >> N such thattheratio R/G = p and N are held constant, the hypergeometric
distribution approaches the binomial distribution [10]. That is,

fric RN = 0<r<N. (25)

N
fric RN R (r >Pr(1 —p)N (26)

We next study the outputs of hidden units. To this end, consider the ith hidden unit
in two permutation parity machines A and B with identical parameters, and let g, denote
the probability that these hidden units with non-normalized overlap r both provide output
a € {0, 1}, 1 <i < K. First, the probability that the overlap contains m zeros is given by

Pm=%<;), 0<m<r 27)
Moreover, the probability that the non-overlapping section contains n zeros amounts to
Q,FL(N”), 0<n<N-—r (28)
2N=r n

Since the overlap r satisfies (23), we may either consider the weights w” and w?® or the
corresponding vectorized random fields h* and h® in the respective hidden units of the
machines A and B. Thus if the vectorized random field h* has m zeros in the overlap and n
zeros in the non-overlapping section, then the vectorized random field h® must have m zeros
in the overlap and N — r — n zeros in the non-overlapping part:

ht: 0...
he: o0...

Let 2* and 1% denote the random fields corresponding to the vectorized random fields h* and
h8in corresponding hidden units, respectively. We have 0y (h4) = 0 and Oy (%) = 0 if and
only if the number of zeros in h* and h® is at least N/2. Equivalently, h* = m +n > N/2
andhB =m+N —r —n > N/2. Itfollows thatm > r/2and N/2—m <n < N/2—r+m.
But the probabilities P, and Q, are independent and so the probability qg  can be calculated
as

N
r L3 —r+m]

-5 Y000 .

'”=r%-| n:(%—ml

In view of the probability qu, - observe that the arguments of the threshold function 6y are
uniformly distributed since they are given by the randomly chosen matrix 7 and the input
vector . But if the parameter N is odd, the threshold function 6y maps (N + 1)/2 values to 0
and (N + 1)/2 values to 1. So the outputs 0 and 1 are obtained with the same probability, and

7
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hence we have qg N = qu’ - However, if the parameter N is even, the threshold function 6y
maps N /2 values to 0 but only N/2 — 1 values to 1. In this case, we obtain

r =Lt 2 —r+m]

ek 2500

m= I—r+l~| I—N+l

Let g, y denote the probability that two corresponding hidden units in the networks A and B
have non-normalized overlap r and yield the same output. Clearly, g, y = qg Nt q,l’  and thus

2:-4%, if N odd,
av=1, " , (31)
4rn + 4N otherwise.
From (29)—(31), it follows that
1l —gn-rn, if N odd,
N = ' ) 2
N {1 — gN—r—1.N, otherwise. (32)

Thus if the parameter N is odd, then the probability g, y as a function of the normalized overlap
p = r/N has odd symmetry at p = 0.5 (figure 4). Therefore, (29) and (31) imply

go.vn =0 and gvy =1, N odd (33)
On the other hand, if the parameter N is even, then (32) implies that the probability
qr~ has no such symmetry. In particular, from (29) we find that qg N = L ( N]\/IZ) and

% n =5 + 357 () and from (30) that g5y = 0 and gy, y = 3 — 5w (i)o)- Thus by (31),

1 N
qo.N = 2_N<N/2> and gvn =1, N even. (34)

Finally, it is well known that in the thermodynamic limit, when N approaches infinity, the
error probability 1 — g, x tends to the generalization error between two perceptrons [9]:

1
€ = — arccos(2p — 1), —1<20-1<1, (35)
T

where p is the normalized overlap between the perceptrons. The error probabilities given
by €,y = 1 — g,y are good finite approximations of the generalization error as illustrated
in figure 4. In this figure, the solid line indicating the generalization error (N — 00) was
computed from (35), while the symbols were computed from (29) to (31) by using (23) to
obtain the normalized overlap p from the non-normalized overlap r.

4. Dynamics of the mutual learning process

First, the effects of the learning rule on the inner rounds will be considered as a function of
the overlap. Second, the learning process is described as a Markov chain in order to find
necessary conditions for achieving synchronization.

As mentioned in section 3.1, the mutual learning process will be studied in the case of
two hidden units per machine (K = 2), although several of the expressions developed will
also hold in the general case.

4.1. Effects of learning rule

During the mutual learning process of two identical permutation parity machines A and B, a
synchronization step occurs when the outputs of both machines, 4 and 75, are equal. Then
the buffers of both machines are updated. Two situations can occur during a synchronization

8
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Figure 4. Error probabilities between two perceptrons in dependence of normalized overlap. The
solid line indicates the generalization error.

step:
e The outputs of the first hidden units are equal (o' = o F) and so the overlap between the

buffers increases.
o Otherwise, (TIA * O’IB and thus the overlap between the buffers decreases.

The first step is called increasing, while the second step is called decreasing. A sequence of
only increasing steps eventually leads to a parallel alignment such that the overlap p becomes
1 and thus s4 = s®. Similarly, a series of only decreasing steps eventually provides an
anti-parallel alignment in which the overlap becomes 0 and thus s = sB, where the binary
complement is taken component-wise.

The probability that the ith hidden units produce the same output when R is the overlap

of the state vectors is given by

N
Pr(of* =0f) = Z%,N * friG.RNS 1<i <K, (36)
r=0
while the probability that they produce different outputs can be obtained as
N
Pr(o #0”) =" (1= qn)  frc.rn 1<i<K, (37)
r=0

where g, y and f..g g n are given by (31) and (25), respectively. We have Pg (al.A = al.B ) =
1 — Pg(o/* # o). Furthermore, if the parameter N is odd, then by using (32), (37) and the
symmetry of the hypergeometric distribution, f,.¢.x. v = fN—r.c.G—r.N, WE Obtain
Pr(0f # o) = Po_g(o/* = o). (38)
In the case of G > N, it follows from (26) that the probabilities Pg(0/* = 0%) and
Pr (ol.A #of ) are functions of the normalized overlap p = R/G and the number of inputs
per hidden unit N. Moreover, when G tends to infinity, the above probabilities are continuous
and the hidden units become independent, and when N also goes to infinity, the probability
Pg(o* # o%) corresponds to the generalization error € given by (35) (figure 5). The symbols
in this figure were computed from (37) in dependence of the normalized overlap p = R/G,
where 0 < R < G.
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Figure 5. Error probability of corresponding hidden units in two permutation parity machines in
dependence of the normalized overlap for the parameter G = 64. The continuous line indicates
the generalization error: (a) N odd, (b) N even.

During the mutual learning process, the buffers are updated in the case of 4 = t2. Thus
the probability of a synchronization step for K = 2 is given by

Pr(t? =1%) = Py [(O’lA =ol nof = UZB) \% (alA #ol Ao # 023)]
=PR(UIA=UIB,02A=G2B)+PR(UlA;éolB,02A;éazB). 39
Moreover, by (36),

N N
A B A B
Pr(of'=0/,0f =0y) = E E 4r.N * Jri:G.RN “ qryN * fr:G—N.R—r|.N (40)
r1=0r2=0

and

Pa(of # ot af £ of)

N N
= Z Z (1 - qh,N) : frlgG,R,N : (l - Qrz,N) : frz;GfN,Rfr],N- (41)
r1=0r,=0

We next study the behavior of the probability of a synchronization step as a function of
the normalized overlap. First, we infer from (26) that for a fixed overlap p, the influence of the
length G of state vectors on the probability of synchronization steps with mutual interaction
is rather weak especially when G > N. This behavior is illustrated in figure 6. In contrast to
this, the parameter N significantly affects this probability. In particular, if the parameter N is
odd, then by using (32) and (41), and taking into account the symmetry of the hypergeometric

distribution, f;.¢.r.N = fN—r.G.G—R.N, WE Obtain

PG,R(alA;zéalB,azA;éazB)zPR (alAzalB,azAzaB). (42)
Therefore, we derive
Pr(t? = t8) = Pg_gr(z* = ©5). (43)

In this case, the probability of synchronization steps has even symmetry around the normalized
overlap p = 0.5. From the definitions we can find the probability Ps(t4 = 7%). For this,
note that from (25)

1 if r=N,
fric.on = {0

otherwise.

10
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Figure 6. Probability of synchronization steps with mutual interaction in dependence of normalized
overlap. (a) N =3, (b) N =4.

Thus (40) and (41) respectively become
Pg (GIA =0/, 05 = UzB) = qIZV,N
and
Pg (of # 0’ 0) #0y') = (1 —qnn)*.

By (33) and (34), we have gy y = 1 for all N. Thus it follows from the last two equations that
Pg (alA = alB, 02A = O’ZB) =1 and Pg (alA #* O’lB, O'ZA #* O'ZB) =0. (44)
Consequently, we find that Pg(t* = t8) = 1. By the symmetry given in (43) we deduce
that Py(z* = 78) = 1 as well. This means that if the parameter N is odd and a parallel
(p = 1) or an anti-parallel (p = 0) alignment is reached, then the networks always produce
equal outputs: t#4 = . Moreover, this probability becomes minimal when the correlation
between the state vectors becomes minimal (p = 0.5) such that Pr(t* = t%)| p=05 = 0.5.
Figure 7(a) illustrates the probability Pg(t# = %) as a function of the overlap p for some
odd values of the parameter N.

Similarly, when the parameter N is even and a parallel alignment (o = 1) is given, we find
that Pg(t* = %) = 1. However, if the overlap is 0, we obtain from (34) that 0 < go.y < 1.
Moreover, it follows from (40) and (41) that the probability of a synchronization step is
P()(TA = ‘L'B) = (qO,N)Z + (1 — QQ.N)Z =1- 2[]0,]\/(1 — qo,N) < 1. Nevertheless, this
probability is increasing when the parameter N (even) is increasing (figure 7(b)).

In the mutual learning process, the probability of increasing steps corresponds to the
conditional probability that a synchronization step occurs in which the outputs of the
perceptrons are equal:

Pg (G]A =of, 14 = rB)

Pr(of =ol|t"=1%) = Pr (e = 07) , (45)
and the probability of decreasing steps is given as
Pg (UlA7é013|rA:tB)zl—PR(alAzalBhAztB). (46)

In particular, in the case of K = 2, we obtain from (39) that
Py (of =of.0)' = o))

Pr(of =0 0! = 0)) + Pr (o' # 0,05 #£07)

Pr (UlA = O’IB | ™ = '(B) = @7

11
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Figure 7. Probability of synchronization steps with mutual interaction in dependence of normalized

overlap for the parameter G = 64. (a) N odd, (b) N even.
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Figure 8. Probability of increasing steps for synchronization with mutual interaction under the
condition 74 = % and in dependence of normalized overlap. (a) N =3, (b) N = 4.

In the thermodynamic limit, when N approaches infinity, this probability can be written in
terms of the generalization error as

A B|_A B (1-¢)?
PR(01 =0, "L’ =7 )=m
It follows that neither the probability of increasing steps nor that of decreasing steps is
significantly affected by the length G of the state vectors similar to the probability of
synchronization steps (figure 8). Moreover the probability of increasing (decreasing) steps is
an increasing (decreasing) function of the normalized overlap p (figures 8 and 9).

If the parameter N is odd, then in view of (42) the probability of increasing (decreasing)
steps, which are symmetric around the overlap p = 0.5, amounts to

Pr (GIA =alB|rA =1’B) =1—Ps_gr (alA =olB|tA =1:B)

= PG—R (O’IA 5& O']B ’ 'L'A = 'L'B) s

(48)

N odd. (49)
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Figure 9. Probability of increasing steps for synchronization with mutual interaction under the
condition 4 = 7% and in dependence of normalized overlap for the parameter G = 64. (a) N
odd, (b) N even.

Using this symmetry and (44) we find that
PG(UI“‘:013|1:A:rB):Po(UlA;éalBhA:tB):1, (50)

as illustrated in figure 9(a). This means that once the state vectors are parallel (anti-parallel),
not only the output bits in all subsequent inner rounds are the same (74 = %), but also a
sequence of only increasing (decreasing) steps is always performed preserving the alignment
of the state vectors during the outer rounds. Therefore, an odd number of inputs per hidden
unit eventually produces a bivergent behavior, in which there are two possible alignments for
the state vectors that attain synchronization: parallel (s* = s%) or anti-parallel (s* = s5),
and both states are equally likely.

On the other hand, if the parameter N is even, we obtain from (44) and (47)
that the probability of increasing steps becomes 1 when the overlap p equals 1:
Pg (UlA =op | A =18 ) = 1. However, for the overlap p = 0, the probability of decreasing
steps becomes

_ (1 —gon)?
(qo.n)?+ (1 —qon)?

Since 0 < go.n < 1, it follows that this probability is smaller than 1 (figure 9(b)). Thus in the
case of N even, only increasing steps eventually lead to full synchronization.

The increasing and decreasing steps are related to the attractive and repulsive steps during
the mutual learning process between tree parity machines [11]. However, attractive steps have
the property to diminish the distance between corresponding weights, while repulsive steps
increase this distance.

Po(of # ol |t =1P) (51)

4.2. Synchronization

The results obtained in the previous section can be used to show that during the mutual learning
process synchronization can be achieved, with high probability, in a finite number of rounds.
Moreover, we estimate the synchronization time of the mutual learning process.
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Figure 10. Expected value of the inner round duration in dependence of normalized overlap for
the parameters G = 128 and N = 9. The shaded area denotes the standard deviation measured
via 100 simulations.

First, the number of inner rounds performed during an outer round is estimated. This
requires to study how the buffers are filled during mutual learning taking into account the
variation of the overlap between the state vectors.

Let pgync denote the probability that a synchronization step between the networks occurs.
When a synchronization step takes place, the machines fill the buffers by the output bits of
their first perceptrons. The probability of a synchronization step with the given overlap R
between the state vectors was stated in (39). This probability does not change during a series
of inner rounds since the overlap R remains constant.

Let X denote the random variable that provides the number of times the outputs of the
networks are exchanged before the buffers are filled; that is, the number of inner rounds during
an outer round. By definition, the variable X takes on values >G. The random variable X
follows a negative binomial distribution [12], and the probability that the variable X takes on
the value T is given by

P(X—T)—(T
ST \G

The expected value of the random variable X is given by

-1
B 1)(psym)"‘(l — Poyne)’ ¢ (52)

E(X) = (53)

psync
and illustrated in figure 10 as a function of the normalized overlap p = R/G. The solid line
in this figure is computed from (53), while the symbols are denoting averages obtained by
100 simulations with the parameters G = 128 and N = 9. If the state vectors are aligned in
parallel or anti-parallel, the number of inner rounds become minimal; while if the state vectors
are uncorrelated (p = 0.5), the expected number of inner rounds becomes maximal.

After each outer round, the state vectors are replaced by the buffers of the respective
machines. It follows that the learning process given by the sequence of outer rounds
(R(?) | t € Np) canbe described as a first-order Markov chain [13]. The transition probabilities
of this Markov chain correspond to the conditional probabilities that given an overlap R(f) = R
between the state vectors, the overlap in the next outer round is R(f + 1) = R’”:

prr = P(R(t+1)=R'| R(t) = R), R,R €8, (54)

14
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where S = {n € Ny | 0 < n < G} is the state space of the Markov chain. The overlap R’ in
the outer round 7 + 1 is given by the number of increasing steps during the current round ¢. Thus
Pr.r is the probability of performing R’ increasing steps in a sequence of G synchronization
steps during one outer round with the overlap R(¢) = R. This probability follows a binomial
distribution:

G , ,
PRR = <R’) (Prine)® (1 = princ) 7%, (55)

where princ denotes the probability that an increasing step takes place when the overlap
between the state vectors equals R; this probability was already given in (47). Since the
probability pg inc is independent of round 7, the sequence (R(?) | ¢ € Ny) amounts to a finite
homogeneous Markov chain with state space S [14].

The transition probabilities of the Markov chain are given by the (G + 1) x (G + 1) matrix
P = (pg.r’). As stated before, the probability of increasing steps pg.inc depends on the ratio
R/G. Moreover, if the parameter G is large enough (while pg inc stays fixed), the binomial
distribution can be approximated by the normal distribution with mean G - pg inc and variance
G- PRinc * (1 - pR,inc) [12]

Second, the convergence of the Markov chain is investigated. For this, we first consider
the case when the parameter N > 3 is odd. From the definitions we find that pg i, = 0 and
PG.ne = 1 (figure 9(a)). Therefore, it follows from (55) that poo = (1 — po.inc)® = 1 and
76.6 = (PG.inc)® = 1 as well. These states are called absorbing, because once the Markov
chain reaches an absorbing state, it cannot leave it [14]. These states provide synchronization
that result in anti-parallel (p = 0) or parallel (p = 1) alignment of the state vectors. Claim
that the remaining states R, 0 < R < G, are transient; that is, given that the Markov chain
starts in the state R there is a non-zero probability of never returning to state R.

First, consider the cases R = 1 and R = G — 1. From the definitions, we obtain that
Py (o =0f, 05 = 6f) = 0. It follows from (47) that p; jn. = 0 and, by the symmetry given
in (49), pg-1.inc = 1. By (55), we have that p; g = 1 = pg_; . Thus the states R = 1 and
R = G — 1 are transient, since they always lead to the absorbing states R" = 0 and R’ = G,
respectively.

Second, consider the case 2 < R < G — 2. Claim that the probabilities
Pr (UIA = GIB, (72A = 023) and Pp (alA + alB, 02A #+ 023) are larger than 0. Indeed, it is
sufficient to show that for some values of 7; and r,, the term g, v+ fr:G.R.N*Gry.N* fr:G—N R—r1. N
of P (of* = 0, 05" = of) is larger than 0, and the term (1 — g,, &) - fr;G. RN - (1 — Gy N) -
frs:G-N.R—r.NPR (01 # o, 05 # o) is larger than 0, too.

For this, note that f.grny > 0if 0 < r < R < G- N+r. Thus fi.crnN -
Sri6-NRr-—r.N >0if0 < ri+rn <R <G -—2N +r +r. Moreover, from (29) and
(31) it follows that g,y > 0if 0 < r < Nand 1 —¢g.y > 0if 0 < r < N. Thus
Gri. N Jri:6.RN"Gry. N fry:G-N R—ri. v > 0and (1=qp N) - fri:6.R. N - (1 =Gr, N fr:G-N . R—r.N >
O provided thatr; +r, < R< G —2N+r;+rpand0 < ry,rp, < N. Thenr; +r, > 2 and,
since by definition G > 2N, G — 2N +r; +r, < G — 2, hence the values r| and r, will exist.
The claim follows.

Using this result, the probability of increasing steps (47) satisfies

O<pR,mC:PR(<71A:alB|rA:rB)<1, 2<RLG-2.

Thus the transition probability pg g is larger than O for2 < R < G —2and 0 < R’ < G.
That is, there is a non-zero probability of reaching an absorbing state from the state
R,2 < R < G — 2, which implies a non-zero probability of never returning to the
state R.



J. Phys. A: Math. Theor. 42 (2009) 195002 O M Reyes et al

Therefore, the Markov chain only contains absorbing and transient states and is thus called
absorbing [14]. It follows that regardless of the initial state, the probability of reaching an
absorbing state after ¢ rounds tends to 1 as ¢ tends to infinity [15]. Consequently, the Markov
chain always converges when the parameter N is odd.

On the other hand, when the parameter N > 2 is even, we have already seen from
(44) and (47) that pginc = | and thus pg ¢ = 1; that is, the state R = G is absorbing.
We shall show that the remaining states R,0 < R < G are transient. First, consider the
case R = G — 1. By (34), we have gy, y = 1. Thus it follows from the definitions that
Po_i(of =of, 08 =0f) > 0and Ps_ (of* # of, 05 # 0f) = 0. Thus the probability
of increasing steps (47) equals pg_iinc = 1 and hence by (55) the transition probability
Pc-1,6 18 1. Therefore, the state R = G — 1 is transient, since it always leads to an absorbing
State.

Second, consider the case 0 < R < G — 2. Claim that the probabilities
Pr(of =0f, 0 =0f) and Py (of* # of, 05 # of) are greater than 0. Indeed, it is
sufficient to prove that for some values of r; and rp, the term g, n * fr:G.R.N * GraN -
frs:G-N.R=r,.n Of Pg (0 =0 f, 05 =0 f)and the term (1 — g, ) - fri:crn - (1 — Grn) -
Sr:G-N.R—r,.N Of Pg (O’IA * (TIB , 02A * 023 ) are larger than 0. For this, we already mentioned
that f.c. RN * frr:6-N.R—r;.N > 01f0 <71+ < R < G—2N +r;+rp. Moreover, it follows
from (31) and (34) thatg, y > 0if0 <r < Nand1—g¢,n > 0if 0 < r < N. Thus the terms
Gr.N * fri:G. RN GrN * Jryi6-N.R—ry v a0 (1 —qp, N) - fri:6.RN - (L= Gy N) * fryiG—N.R—r1.N
are larger than O provided thatr; +r, < R< G —2N+ri+rpand 0 < r, 7, < N. Then
r1 +ry = 0 and, since by definition G > 2N, G — 2N +r; +r; < G — 2, it follows that the
values r; and r, will exist. The claim follows.

Using this result, the probability of increasing steps (47) satisfies

0 < princ = Pr(of' =l | " =1%) < 1, 0<R<G-2.

Therefore the transition probability pg g islargerthanOfor0 < R < G—2and 0 < R’ < G.
This means, there is a non-zero probability of reaching the absorbing state from the state
R,0 < R < G — 2, and therefore there is a non-zero probability of never returning to the
state R. Thus, if N is even, the Markov chain is absorbing and always converging on the only
absorbing state.

In order to illustrate the stationarity of the Markov chain, the chain is described by the
sequence of probability distributions q(¢t) = (go(t), - .., qc(t)) for all outer rounds ¢ > O,
where the entry gg(#) denotes the probability that the state vectors have overlap R during
outer round 7. We may assume that at the beginning of the learning phase, the probability of
increasing steps pg.inc €quals 0.5. The initial distribution of the Markov chain then amounts
to

1 (G
qr(0) = P(R(0)=R) = 2_G(R> R e S. (56)
The time evolution of the Markov chain is given by the equation g(t) = P’q(0) for each
outer round ¢ > 0. In particular, the time evolution of the probability distribution g(¢) in
dependence of the normalized overlap is shown in figure 11. When the parameter N is odd,
the Markov chain converges to one of two absorbing states R = 0 and R = G, both with
probability go(t) = q¢(t) = 0.5 (figure 11(a)). When the parameter N is even, the Markov
chain converges to the absorbing state R = G with probability g (f) = 1 (figure 11(b)).
Third, we study the number of outer rounds required to achieve synchronization; that is,
the number of steps until the Markov chain reaches an absorbing state. Let 7" denote the set
of transient states. By the proof of convergence of the Markov chain, 7 = {1, ..., G — 1} if
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Figure 11. Time evolution of the Markov chain in dependence of normalized overlap for the
parameter G = 64. (@) N =3, (b) N = 4.

the parameter N is odd, and 7 = {0, ..., G — 1} otherwise. Define the transient matrix of the
Markov chain as U = (ug g') g, rre7, Where ug g = pg g denotes the transition probability.

Let vg denote the random variable that describes the number of steps in which the Markov
chain is a transient state starting from the initial state R. For an absorbing Markov chain, the
expected value of this variable is given by [14, section 3]

E(vg) = Z Inr, ReT, (57)
RieT
where L = (Ig g)r.rer = (I — U)~! and I is the identity matrix.

This expectation is illustrated in figure 12 as a function of the normalized overlap p = R/G
for some values of the parameter N. When the parameter N is odd, the expectation E (vg) is
symmetric around the overlap p = 0.5, E(vg) = E(vg—g), due to the symmetry of the
probability of increasing steps (49). Moreover, the expectation E (vg) attains the maximum at
the overlap p = 0.5, and becomes minimal when the state vectors have maximal (p = 1) or
minimal (o = 0) overlap (figure 12(a)).

When the parameter N is even, the expectation attains the minimum at p = % with a
minimum value E(vg_;) = 1. Furthermore, the parameter N and the expectation increase
with the same order of magnitude. In particular, the expectation for small overlaps becomes
very large, when compared with the case of N odd (figure 12()). The reason is that when N
is large, then by (34) go.n tends to 0 and thus the probability of decreasing steps (51) tends
to 1. It follows that the transition probability pg o tends to 1, too. That is, the transient state
R = 0 tends to become an absorbing state such that the states near R = 0 almost form a
so-called closed subset M C S with the property > .\ Pr.r ~ 1 for each R € M; the
probability of leaving M given that the chain started in a state belonging to the closed set M is
almost O [14].

Let Xyn denote the random variable which describes the number of outer rounds required
to achieve synchronization given an initial distribution q(0) of the chain. The expected value
of the random variable Xy, is given by

E(Xyne) = ) E(g) - qr(0), (58)

ReT
where gr(0) is the probability to start in the initial state R. The expectation E(Xgync)
behaves logarithmically with respect to the parameter G (figure 13). In contrast to this,
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Figure 12. Expected value of the number of outer rounds as a function of the initial overlap, for
the parameter G = 64. (a) N odd, (b) N even.
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Figure 13. Expected value of synchronization time E(Xgync) as a function of the parameter G.

the synchronization time of the learning process between tree parity machines is proportional
to both, In KN and L? for K < 3 [16] (section 2).

Fourth, we need a criterion showing convergence of the mutual learning process, given the
fact that the partners cannot directly compare their state vectors in order to verify alignment.
When the networks are synchronized, the probability of synchronization steps pgync becomes
1 and from (52) it follows that P(X = T) = 1 in the case of T = G. Thus when the networks
exchange their outputs exactly G times to fill their buffers, we can assume that the mutual
learning process has converged. In contrast to this, the learning process between two tree
parity machines makes use of an empirical criterion which implies that the outputs of the
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networks must agree during a certain number of consecutive learning steps (usually 100-400
steps) in order to presume synchronization [2, 7].

Finally, in the case of an anti-parallel alignment of the state vectors when the number
of inputs N is odd, an additional learning step is required to make both state vectors equal.
This step can be provided by a simple parity verification which can be performed without
an additional exchange of information between the networks. For this, take a mapping
f {0, 1}¢ — {0, 1}¢ with the property

f3) = f(s), s € {0, 139, (59)
where the binary complement is taken component-wise. Such a mapping is called even. If
s* = sB, then we have

'@ f(sM) =P @ f(sP) =P B f(sP) =" ® f(s7). (60)

Consequently, if the state vectors s and their images f (s) are added (exclusive or), the derived
vectors s @ f(s) will be the same in both networks. A typical even function is given by the
assignment f : (s1,...,5g) — (51 ® Sg, ..., Sc D S¢); in this case, the last bit in each state
vector becomes 0.

5. Conclusions

We introduced the permutation parity machine as a binary variant of the tree parity machine.
Its learning rule involves inner and outer rounds that makes the permutation parity machines
suitable for bit-packaging implementations without affecting the dynamics of the learning
process.

Neural synchronization of permutation parity machines was proved for networks with
two hidden units, regardless of the number of inputs and the length of the state vectors.
The dynamics of the learning process between two permutation parity machines significantly
depends on whether the number of inputs is even or odd; it crucially affects the probability
distribution of the state vectors after synchronization. In both cases, this process is a result
of competing stochastic forces given by increasing and decreasing steps, but while two
permutation parity machines with an even number of inputs achieve synchronization by the
dominance of the increasing steps, if the number of inputs is odd, the process exhibits a
bivergent behavior, in which synchronization is attained in one of two possible alignments,
both with the same probability.

The dynamics of the mutual learning process of permutation parity machines with two
hidden units (K = 2) is not significantly influenced by the length G of the state vectors,
especially in the case of G > N. The process mainly depends on the number of inputs per
hidden unit and on the overlap.

The synchronization time of the mutual learning process depends on the parameters G and
N and whether N is even or odd. The length G of the state vectors directly affects the number
of inner rounds required to fill the buffer, while the number of outer rounds is influenced by
the number of inputs N and increases proportional to In G. In particular, if the number of
inputs per hidden unit N is even and large, the synchronization time significantly increases.

Permutation parity machines make use of a more complex learning rule than that of tree
parity machines, especially due to the necessity to extract entries from the respective state
vectors at random. This issue becomes particularly important when the machines will be
implemented in hardware. However, this step can be easily implemented by using a linear
feedback shift register. Nevertheless, the simplicity of the network compensates for the
complexity of the learning rule. Moreover, the synchronization of two permutation parity

19



J. Phys. A: Math. Theor. 42 (2009) 195002 O M Reyes et al

machines can be detected with certainty by counting the number of learning steps, while there
is no such simple criterion for tree parity machines.

In view of neural synchronization, permutation parity machines form a viable alternative
to tree parity machines. In a forthcoming paper, we will study the application of permutation
parity machines to symmetric key exchange.

Acknowledgments

O M Reyes acknowledges the support from German Academic Exchange Service (DAAD)
and Colombian Institute for the Development of Science and Technology, ‘Francisco José de
Caldas’ — Colciencias.

References

[1] Pikovsky A, Rosenblum M and Kurths J 2001 Synchronization: A Universal Concept in Nonlinear Sciences
(Cambridge: Cambridge University Press)
[2] Kanter I, Kinzel W and Kanter E 2002 Europhys. Lett. 57 141-7
[3] Haykin S 1998 Neural Networks (New York: Prentice-Hall)
[4] Rosen-Zvi M, Kanter I and Kinzel W 2002 J. Phys. A: Math. Gen. 35 L707-13
[5]1 Rosen-Zvi M, Klein E, Kanter I and Kinzel W 2002 Phys. Rev. E 66 066135
[6] Behroozi N 2005 Realisierung eines Embedded Systems zur Integration eines Schliisselaustauschverfahrens
mittels Tree Parity Machines in Wireless LAN Master’s Thesis Hamburg University of Technology, Hamburg
[7] Volkmer M and Wallner S 2005 IEEE Trans. Comput. 54 421-7 (ISSN 0018-9340)
[8] Kopitzke I 2007 Modifizierung der Tree Parity Machine fiir den Schliisselaustausch Master’s Thesis Hamburg
University of Technology, Hamburg
[9] Engel A and den Broeck C V 2004 Statistical Mechanics of Learning (Cambridge: Cambridge University Press)
[10] Feller W An Introdution to Probability Theory and its Applications 3rd edn (New York: Wiley)
[11] Ruttor A, Kinzel W, Shacham L and Kanter I 2004 Phys. Rev. E 69 046110
[12] Shao J 1999 Mathematical Statistics (New York: Springer)
[13] Yeung R 2008 Information Theory and Network Coding 2nd edn (Boston, MA: Springer)
[14] Tosifescu M 1980 Finite Markov Processes and Their Application (Chichester: Springer)
[15] Kemeny J and Snell J 1983 Finite Markov Chains 3rd edn (New York: Springer)
[16] Mislovaty R, Kanter I and Kinzel W 2002 Phys. Rev. E 66 066102

20


http://dx.doi.org/10.1209/epl/i2002-00552-9
http://dx.doi.org/10.1088/0305-4470/35/47/104
http://dx.doi.org/10.1103/PhysRevE.66.066135
http://dx.doi.org/10.1109/TC.2005.70
http://dx.doi.org/10.1103/PhysRevE.69.046110
http://dx.doi.org/10.1103/PhysRevE.66.066102

	1. Introduction
	2. Tree parity machines
	3. Permutation parity machines
	3.1. Structure
	3.2. Learning rule
	3.3. Order parameters

	4. Dynamics of the mutual learning process
	4.1. Effects of learning rule
	4.2. Synchronization

	5. Conclusions
	Acknowledgments
	References

